
                           s medical practices across the U.S. 
began scrambling last year to cancel appointments 
and reconfigure their healthcare services in the 
face of the pandemic, one federal agency — the 
U.S. Department of Veterans Affairs — led the way in 
demonstrating the viability of delivering telehealth 
care to patients at scale.

Thanks to behind-the-scenes technical support, some 
crucial emergency funding and the work of thousands 
of VA providers, the department proved it was possible 
to pivot quickly to care for patients remotely, utilizing 
VA Video Connect, a live-video consultation platform 
that began connecting veterans with VA health care 
professionals in the summer of 2017.

Though the concept of telehealth dates back 
decades and has since become a $29 billion 
industry, the dramatic surge in its use at VA has cast 
the importance of telehealth — and its underlying 
technology — into a brighter spotlight.

The numbers tell part of the story: In fiscal year 2019, 
for instance, the VA conducted a little over 2 million 
“episodes” of telehealth care. Through last June 
alone, that number exceeded 9 million. The number 
of telehealth appointments, meanwhile, grew from 
roughly 10,000 per week in February to 120,000 in May, 
according to VA figures.

Handling that surge required a rapid rollout of 
supporting technology, including the purchase of 
8,000 iPads for VA providers and 20,000 4G connected 
iPads for veterans who lacked the technology or 
internet connections to speak with VA care providers. 
That was in addition to the department needing to 
procure up to 200,000 laptops to support remote 
workers as the pandemic unfolded. It also meant 
securing a five-fold increase in bandwidth capacity, to 
support as many as 500,000 remote users overall, but 
also to ensure that the VA could carry what became 
an average of 2 million minutes a day in video calls 
with veterans, according to VA officials.  

Telehealth platforms are helping 
providers deliver care remotely 
during the pandemic, but the health 
of the underlying technology depends 
on data intelligence tools.

“About 95% of calls are successfully completed,” 
Congressman Jim Banks (R-Ind.), ranking member 
of the House Veterans Affairs Subcommittee on 
Technology Modernization, noted in the midst of House 
hearings last summer on the VA’s pandemic response. 
The cost wasn’t incidental. The department reportedly 
spent $39 million on telehealth initiatives and 
equipment, including expanded help desk support.

But “whereas other health care systems simply 
canceled appointments or postponed them 
indefinitely, VA was able to convert hundreds of 
thousands of those consults into telehealth sessions,” 
said Banks.

Telehealth depends on reliable  
data systems

The underlying technology for telehealth goes 
well beyond videoconferencing, however. It also 

requires assembling real-time data, at scale, about 
the technology systems that facilitate end-to-
end communications and workflow, according to 
Ann Mehra, Strategic Healthcare Programs Leader 
at Splunk, and a former associate director at 
Massachusetts General Hospital, a pioneering Harvard 
Medical School teaching institution in telehealth 
practices.

That includes “the back-end solutions and systems 
that must be in place and operating and functioning 
normally, without any insider or external cyber 
threats, to ensure that when there is that telehealth 
appointment…that the provider as well as the patient 
have access to the data they need to then engage in 
a meaningful conversation,” Mehra said in a FedScoop 
interview. “It becomes very important to not just have 
telehealth for the sake of telehealth; but having all of 
the backend applications and technologies necessary 
to have a productive encounter, just as you would if 
you were in a clinic.”

Mehra stressed that health care presents a special 
challenge in gathering information, both because of 
compliance regulations as well as the stakes involved 
in making clinical decisions — all of which demand 
that IT systems and security controls be properly 
deployed, up to date and monitored continuously.

“One thing that I always remind our leadership team is 
that health care is like no other industry vertical, because 
at the end of everything that we do, we are touching 
a human life. And that is not something to either 
compromise on, or in any way take lightly,” she said.
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Visibility is at the heart of IT  
system health 

One way Splunk is helping health care organizations 
more fully assess the security and reliability of their 
IT ecosystems is through the use of Splunk IT Service 
Intelligence. ITSI provides enterprises of all sizes the 
ability to attain end-to-end visibility of the services 
operating on their networks in real time; identify 
abnormalities and perform root cause analysis; and 
perform automated remedial actions to streamline 
incident resolution.

 As health organizations raced to scale up virtual 
appointments, they quickly recognized their systems 
weren’t configured to handle the added volume. And 

in some cases, they ground to a halt, recalled Mehra. 
In one instance, “there were close to 50 individuals 
trying to get to the root cause of what was happening, 
utilizing a number of different tools. We stepped in 
and in 48 hours, we were able to look across the 
organization’s networks, across its applications, and 
across its data sources and were able to identify 
the root cause,” she said.  (It turned out to be a core, 
on-premises application, designed to help with 
appointments and telehealth discussions, that was 
limited in its scale.)

 “This is where having the monitoring and the 
performance visibility, into the end-to-end solution 
stack, and the antenna infrastructure that’s needed to 
enable a channel such as telehealth to advance, and 
stabilize it, is so important,” she said.

But as importantly, Mehra added, is utilizing the 
predictive capabilities that Splunk platforms offer. 
“Our Data-to-Everything Platform allows us to ingest 
machine data, non-machine data, structured and 
unstructured data and turn it into actionable insights 
for executives and line staff,” she explained. “As we 
ingest more of this historical data, we then can start to 
apply AI and machine learning… and predict over time, 
how that system will perform,” she said.

The platform ultimately helped one of Splunk’s 
customers decrease teleconference call failures 
from thousands per day, to less than 10; improved 
bandwidth and call capacity from 50% to near 100%; 
exposed unknown interoperability gaps; and extended 
visibility into remote network user access to improve 
communications. 

That assurance will become even more essential 
as health care agencies and providers continue to 
embrace telehealth as a model for delivering care 
more efficiently.

And that future is arriving quickly. Before the COVID-19 
pandemic, 14% of Americans had participated in a 
telemedicine visit at least once. Since the COVID-19 
pandemic began, the number of Americans 
participating in at least one telemedicine visit has 

increased 57%, according to a report from Doximity, a 
physician network. The report estimates the financial 
value of telemedicine visits is projected to grow from 
$29 billion this past year to $106 billion by 2023.

All of which suggests the need for high-performing, 
scalable data monitoring, analytics and automation 
tools needs to be part of every health care providers’ 
medical kit.

Learn more about how Splunk can help your agency 
better prepare for the data demands of today’s 
modernized health care systems.
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