
THE HYBRID 
CLOUD DEBATE:
How federal agencies are  
shifting investment strategies

A new survey of federal government IT decision makers 
explores how their IT and cloud strategies are shifting 
to meet the new realities of hybrid work, hybrid IT 
infrastructure and hybrid application needs.
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EXECUTIVE SUMMARY

When it comes to mission-critical operations and the IT that supports them,  
federal government IT officials and influencers see:

Compelling ROI for both upgrading on-prem data 
centers and moving to the cloud:

• Three in 4 federal IT decision makers/influencers (76%) 
agree modernizing or upgrading their existing data center 
operations offers the best ROI over the next 3-5 years. But 
68% agree moving existing data center operations to a 
federally-authorized cloud — and 64% agree moving to 
a dedicated private cloud platform — also offer the best 
return in IT investments over that time frame as well. 

• Three in 4 respondents agree establishing a hybrid IT (on 
prem and cloud) environment offers the best ROI over the 
next 3-5 years. 

• Half (51%) agree adopting an OPEX (pay-as-a-service) 
model offers greater expense control than traditional 
CAPEX investment spending models.

But disincentives tied to cloud migration remain:

• More than 3 in 4 respondents agree that the costs of 
reassembling code to work in one or more clouds remains 
a disincentive to moving more of their IT operations to  
the cloud.

• Another 54% said the costs of moving data in and out  
of cloud platforms was another disincentive.

• And 2 in 3 respondents (68%) agreed, establishing  
a hybrid cloud IT environment remains challenging  
because of proprietary systems for moving onto and  
off cloud platforms.

Agencies are committed to a hybrid model

• Looking ahead two years from now, fully 41% of 
respondents — compared to 50% currently — expect  
their agencies will devote 70% or more of IT spending to  
on-prem infrastructure, applications and IT services.
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Additionally, when it comes to mission-critical operations and the IT  
that supports them, federal government IT officials and influencers report:

Agencies are grappling with hybrid cloud issues:

• More than 8 in 10 of respondents (84%) say they need to 
increase their ability to view and manage data moving 
across their network environments. 

• Almost as many (78%) say they need to increase their 
computing and analytics capability at the edge(s) of  
their network. 

• Nearly 3 in 4 respondents (73%) say they need to 
automate more of their core IT and security processes to 
achieve real-time situational awareness.

• Two in 3 respondents (68%) say they need to increase 
their ability to deploy or use AI/ML to improve services 
internally and to the public.

• About 6 in 10 respondents are preparing to invest in new 
computing capabilities to handle the impact of 5G on their 
IT network operations. 

The biggest motivators for adopting IT-as-a-service:

• At large agencies (10,000-plus employees) – The ability to 
meet mission goals and adopt technology faster.

• At mid-size agencies – Those same reasons, but also the 
need to augment in-house skills.

• At smaller agencies (under 1,000 employees) – The need 
to inject new or missing IT expertise into their operations 
was cited most.

• Those motivations are offset by concerns about system 
complexity, cost overruns and loss of control.

Workforce considerations: 

• While IT workforce skills remain a challenge, more than 
half of respondents (56%) believe their current IT staffs 
have the requisite skills to develop and maintain a hybrid 
cloud environment, capable of meeting their needs over 
the next 3-5 years.

• More than 2 in 3 respondents (68%) believe their procurement 
teams have the expertise to procure new and evolving 
technologies that can be delivered on demand or as a service.
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WHO WE SURVEYED

FedScoop conducted an online 
survey of 212 prequalified IT decision 
makers from federal civilian, defense 
and intelligence agencies — plus 
government system integrators 
— about their post-pandemic IT 
strategies and priorities.

The survey was conducted in May/June 2021 
and underwritten by HPE.

RESPONDENT BY SECTOR

Federal civilian government agency  114 respondents

Federal defense / Intelligence agency 46 respondents

Government contractor / System integrator 52 respondents

RESPONDENT BY AGENCY SIZE

1 – 999 employees      37%

1,000 – 9,999 employees   37%

10,000+ employees 26%

RESPONDENT BREAKOUT BY JOB TITLE

IT operations / Security manager 20%  

IT influencer 17%  

Senior program / business official 13%  

C-Suite (CEO, COO, CFO) / Component leader / Director 8%

Chief information / Technology / IT security official 8%

IT procurement manager 8%

Chief data official / Data management 4%

Other (e.g. IT staff / users) 22%
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On prem vs. CloudIT INVESTMENT OUTLOOK

Thinking of your organization’s mission-critical operations, and the IT operations that support them, 
to what extent do you agree that the following options offer the best return on your organization’s IT 
investments over the next 3-5 years:

Strongly Agree Agree Disagree Strongly Disagree I Don’t Know

19% 49% 11% 13%8%

Moving from our existing data center operations to a federally authorized commercial cloud platform.

20% 44% 16% 11%8%

Moving from our existing data center operations to a dedicated private cloud platform.

31% 45% 10% 8%5%

Modernizing or upgrading our existing data center operations.
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Hybrid Environments  IT INVESTMENT OUTLOOK

Thinking of your organization’s mission-critical operations, and the IT operations that support them, 
to what extent do you agree that the following options offer the best return on your organization’s IT 
investments over the next 3-5 years:

Strongly Agree Agree Disagree Strongly Disagree I Don’t Know

33% 42% 9% 11%4%

Establishing an IT environment combining on-premises data centers and cloud-based data centers.

20% 44% 16% 11%8%

Employing a qualified IT services provider to manage our data centers / cloud platforms, rather than owning / operating 
them ourselves.
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IT Spending Perceptions IT INVESTMENT OUTLOOK

Thinking of your organization’s mission-critical operations, and efforts to adopt modern cloud services 
(e.g., infrastructure / software / platform-as-a-service) to support them, to what extent do you agree with 
the following statements:

Strongly Agree Agree Disagree Strongly Disagree I Don’t Know

15% 36% 19% 19%11%

Adopting an OPEX (pay-as-needed or as-a-service) operating model offers greater IT expense control than the traditional 
CAPEX (capital investment) model.

12% 42% 24% 18%4%

The costs of moving data in and out of cloud platforms remains a disincentive to move more of our IT 
operations to the cloud.

31% 45% 10% 8%5%

The costs of disassembling existing code and reassembling code to work in one or more clouds remains a disincentive to 
move more of our IT operations to the cloud.
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Hybrid Cloud  
Planning AssumptionsIT PLANNING ASSUMPTIONS

Thinking of your organization’s mission-critical operations, and efforts to adopt modern cloud services 
(e.g., infrastructure / software / platform-as-a-service) to support them, to what extent do you agree with 
the following statements:

Strongly Agree Agree Disagree Strongly Disagree I Don’t Know

21% 47% 14% 15%3%

Establishing a hybrid cloud IT environment remains challenging because cloud providers have different or proprietary 
platforms and onboarding / exit ramps.

15% 41% 24% 13%7%

Our current IT staff have the requisite skills to develop / maintain a hybrid cloud environment capable of 
meeting our needs over the next 3-5 years.



9

Needed Capabilities IT PLANNING ASSUMPTIONS

Thinking of some IT trends reshaping how your organization manages its data and applications, to what 
extent do you agree with the following statements?

Strongly Agree Agree Disagree Strongly Disagree I Don’t Know

31% 53% 8% 8%

1%

We need to increase our ability to view and manage data across our networks, from the edge to our 
data centers / cloud platforms.

37% 41% 10% 10%

2%
We need to increase our computing and analytics capabilities at the edge(s) of our networks.

24% 44% 17% 12%4%

We need to increase our ability to deploy / use AI and machine learning to improve internal and external services.
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Automation & 5G ReadinessIT PLANNING ASSUMPTIONS

Thinking of some IT trends reshaping how your organization manages its data and applications, to what 
extent do you agree with the following statements?

Strongly Agree Agree Disagree Strongly Disagree I Don’t Know

33% 40% 11% 3% 12%

We need to automate more of our core IT and security processes to achieve real-time situational readiness.

23% 37% 15% 4% 22%

We are preparing to invest in new computing capabilities to handle the impact of 5G on our IT operations.

24% 44% 17% 4% 12%

Our procurement teams have the expertise to procure new / evolving technologies delivered on-demand or 
IT-as-a-service basis.
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Where systems integrators see things differently

On most questions, systems integrators working on government projects tended to hold the same 
perceptions about IT trends as government employees. But in certain cases, a higher proportion of 
respondents working for systems integrators said they…

IT PERCEPTIONS

AG R E E D

“Employing a qualified IT services provider to 
manage our data centers / cloud platforms, rather 
than owning / operating them ourselves offered the 
best ROI over the next 3-5 years.”

“Our current IT staff have the requisite skills to 
develop / maintain a hybrid cloud environment 
capable of meeting our needs over the next  
3-5 years.”

D I SAG R E E D

“The costs of moving data in and out of cloud 
platforms remains a disincentive to move more  
of our IT operations to the cloud.”

“We need to increase our ability to deploy / use 
AI and machine learning to improve internal and 
external services.”
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Current Spending  
On Prem vs. Cloud BasedIT SPENDING MIX 

Prior to the pandemic, roughly what percentage mix best reflected your organization’s annual spending on 
on-premises IT infrastructure / applications / services vs. cloud-based infrastructure / applications / services?

100% on prem

40% : 60%

90% : 10%

30% : 70%

80% : 20%

20% : 80%

70% : 30%

10% : 90%

60% : 40%

100% cloud

50% : 50%

I don’t know

*Of the 160 government 
agency respondents, 157 
chose to identify they size 
of their agency.  

Roughly half of government respondents reported their agencies currently dedicate 70% 
or more of IT spending to on-premises infrastructure, applications and IT services.

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

1 - 999 Employees
Base: 51

1,000 - 9,999 Employees
Base: 57

10,000+ Employees
Base: 49

10% 11% 13%

12% 6% 10% 16% 6%

9% 16% 7% 11% 16% 11% 9% 4% 18%

16%4%6%4%8%10%12%22%10%6%

22% 8% 16%4%

2%

13% 11% 13% 5% 6%

3%

16%Goverment Only
Base: 160

2%
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Two-year OutlookIT SPENDING MIX 

100% on prem

40% : 60%

90% : 10%

30% : 70%

80% : 20%

20% : 80%

70% : 30%

10% : 90%

60% : 40%

100% cloud

50% : 50%

I don’t know

*Of the 160 government 
agency respondents, 157 
chose to identify they size 
of their agency.  

Looking ahead in the next two years, roughly what percentage mix will likely best reflect your 
organization’s annual spending on-premises IT infrastructure / applications / services vs. cloud-based 
infrastructure / applications / services?

Looking ahead two years from now, 41% of government  respondents — compared to 47% currently — expect their 
agencies will devote 70% or more of IT spending to on-prem infrastructure, applications and IT services.

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

1 - 999 Employees
Base: 51

1,000 - 9,999 Employees
Base: 57

10,000+ Employees
Base: 49

7% 4% 15%

10% 22% 18% 4%

4% 11% 14% 11% 11% 16% 9% 9% 5%

18%6%6%4%18%12%18%10%4%

20% 10%

2% 2% 2%

12%

12%

2%

15% 9% 18% 8% 6%

3% 3%

14%Goverment Only
Base: 160
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Biggest MotivatorsIT-AS-A-SERVICE

1 - 999 Employees
Base: 51

1,000 - 9,999 Employees
Base: 57

10,000+ Employees
Base: 49

What are the primary 
motivators for adopting pay-
on-demand or IT-as-a-service 
solutions in managing your IT 
operations? (Select up to 4)

What’s prompting 
small, medium and large 
agencies most to adopt 
“pay-on-demand” 
or “IT-as-a-service” 
solutions in managing 
their IT operations:

0% 10% 20% 30% 40% 50% 60%

Ability to meet IT-related mission goals faster

Ability to adopt emerging technologies faster

Ability to augment in-house IT skills

Ability to inject new / missing IT expertise into our IT operations

Ability to meet emerging customer needs more flexibly

Ability to improve real-time data analytics capabilities

Ability to improve security responsiveness

39%

43%

31%

27%
42%

45%
39%

27%

27%
33%
33%

43%
40%

37%

45%
37%

43%

47%
53%

44%
57%
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Biggest ObstaclesIT-AS-A-SERVICE

1 - 999 Employees
Base: 51

1,000 - 9,999 Employees
Base: 57

10,000+ Employees
Base: 49

What are the biggest obstacles 
for adopting pay-on-demand 
or IT-as-a-service solutions in 
managing IT operations at your 
organization? (Select up to 3)

0% 10% 20% 30% 40% 50% 60%

Complexity of existing systems

Concern of losing control over IT environment

Concern that it will ultimately cost more to operate

Need for a common operating architecture

Lack of sufficient staff / skills to manage the transition

Uncertainty about available year-to-year funding

35%

49%
40%

47%

53%
44%

43%

25%
25%

45%
37%

35%

35%
51%

49%

18%

39%
39%

The biggest obstacles  
small, medium and large 
agencies face in adopting 
“pay-on-demand” or 
 “IT-as-a-service”  
solutions in managing 
their IT operation:
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CONCLUSIONS

When deciding how best to distribute IT workloads, agencies should weigh several key 
considerations:

Where to compute: Deciding whether to run 
workloads on prem or in multiple clouds starts with 
assessing data security requirements — and factors 
such as physical facilities, hardware configuration and 
embedded platform security.

Transportability: Agencies must also carefully weigh 
the ease, frequency and constraints associated with 
transporting data to and from the cloud and how 
workloads may expand over time to decide where data 
can be managed most efficiently. 

Define the edge: It’s increasingly important to 
perpetually redefine the edge of hybrid environments 
to determine what data gets collected, purged and 
analyzed.

Cost predictability:  Data ingress and egress can be 
costly and hard to forecast. Look for partners and cloud 
providers that allow greater control and sovereignty 
over agency data and provide contracts that favor 
pricing predictability.

Budget alignment: Agencies need to keep 
educating Congressional budget appropriators — 
and procurement teams — on the need to realign IT 
funding to support an evolving mix of on prem, cloud 
and IT-as-a-service spending.

Rethink skills strategy. Modern platforms and industry 
partnerships can help agencies move forward even 
when they may lack the in-house IT skillsets to develop 
and maintain a hybrid cloud environment.



FedScoop is the leading tech media brand in the federal government 
market. With more than 3.6 monthly unique engagements and 
130,000 daily newsletter subscribers, FedScoop gathers top leaders 
from the White House, federal agencies, academia and the tech 
industry to discuss ways technology can improve government and 
identify ways to achieve common goals. With our website, newsletter 
and events, we’ve become the community’s go-to platform for 
education and collaboration.
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