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Overview 
  
All US federal agencies mandate strict cybersecurity policies to protect IT (Information Technology) infrastructure and data across 
federal office environments. Trusted Internet Connection (TIC) 3.0 has been developed to remove the requirement of 
ingress/egress traffic to hairpin on-prem and instead operate in the cloud. This provides secure Internet connectivity to federal 
agency workloads that include any environment used for web browsing (Web), DMZ use-cases, or data exchange between on-
premises and any cloud-related footprint. 
  
The Aviatrix cloud networking platform is authorized to operate as a cloud-based TIC 3.0 Policy Enforcement Point (PEP) and 
delivers the need for secure ingress/egress Internet access. Federal agencies and enterprises partner with Aviatrix, which provides 
enterprise-class networking, security, and multi-cloud optionality. This document summarizes the current TIC design challenges 
and the Aviatrix-validated design that meets TIC 3.0 requirements by providing an optimal and secure path to the Internet with 
visibility and troubleshooting tools. 
  
 
 
Native Cloud Networking Design and Challenges for TIC 3.0 
 
TIC 3.0 presents several challenges for federal cloud deployments because of the following high-level requirements: 
 

• Manage authorized users’ access to privileged functions and information with auditability of all activities 

• Block ingress/egress traffic from unidentified sources 

• Allow traffic only from known proxy servers 

• Ability to isolate departments within an organization and configure specific security policies for each department 

• Control and visibility of traffic flows and security policy rules 

• End-to-end encryption to protect the confidentiality and integrity of transmitted information 

• Alert and notification systems to immediately detect, identify, and report any threat 
 
Native constructs of major cloud service providers (CSPs) fall short of providing enterprise-grade features required to address the 
above requirements for reasons that include the following: 
 

• Government cloud (Gov Cloud) environments protect intra-cloud communication between applications, hosts, and 
workloads to fulfill TIC 3.0 requirements. Since Internet connectivity is blocked in Gov Cloud, for any ingress/egress 
communication, traffic must backhaul to on-prem firewalls via a private circuit (direct connect/express route/fabric 
interconnect) for Internet access  

• Government agencies and enterprises are required to provide full segregation of the resources between the 
environments or departments, but there is no native solution that provides end-to-end multi-cloud segmentation 
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Native TIC 2.0 mandated infrastructure design

 
• Federal customers connect CSPs using private connectivity providers (e.g., Equinix/Megaport) and ingress/egress 

traffic flows through an on-prem data center for firewall inspection, which introduces a suboptimal path in the 
network and adds operational complexity  

• End-to-end encryption is a necessary requirement, but it poses multiple challenges: first, certain flows with on-prem 
are not encrypted with native constructs and, second, encryption comes with the price of performance   

 
Other challenges with TIC 3.0 that are necessary for government agencies to overcome are: 
 

• Native constructs are black boxes and do not provide visibility and control 
• High mean time to resolution (MTTR) because of lack of troubleshooting tools 

 
Aviatrix Introduction – Multi-Cloud Network Architecture 
 
Aviatrix Validated Designs are created based on a Multi-
Cloud Network Architecture (MCNA), which has been 
proven with over 550 enterprise customers building cloud 
network infrastructure in AWS, Azure, GCP, Alibaba Cloud, 
and OCI across every vertical industry around the world. 
MCNA is not a product; it is an architectural framework 
that is used to organize design requirements.  
An MCNA outlines how architectural pillars such as 
networking, security, day-one automation, and day-two 
operational visibility span across cloud access, cloud 
networking, and cloud application layers. Similar to 
building an architecture, the MCNA becomes the go-to 
plan that allows cloud and security architects and their 
operational counterparts to work together to ensure that 
network designs meet all cross-functional requirements.  

 
To realize their multi-cloud network designs, Aviatrix 
customers leverage the Aviatrix cloud network platform to 
deliver multi-cloud networking, security, and operational 
visibility capabilities that go beyond what any CSP offers. 
Aviatrix software leverages public cloud provider 
application programming interfaces (APIs) to interact with 
and directly program native cloud networking constructs. 
This abstracts the unique complexities of each cloud, 
simplifying deployments and forming one multi-cloud 
network data plane with advanced networking and 
security features and one, consistent multi-cloud 
operational model. Aviatrix Transit delivers a superset of 
enterprise-class capabilities that becomes the foundation 
of an enterprise customer’s multi-cloud network 
architecture.
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Design Elements and Features 
 
Aviatrix Intelligent Centralized Controller 
The Aviatrix controller is the brain of the cloud network platform. The platform leverages the centralized intelligence and 
knowledge of the controller to dynamically program both native cloud network constructs as well as Aviatrix’s own gateway’s 
advanced services. Combined with Aviatrix’s Terraform integration, this design enables network and security Infrastructure-as-
Code automation across a multi-cloud environment. 
 
Aviatrix Gateways for Advanced Networking and Security 
Aviatrix Gateways deliver advanced cloud networking and security services. For this validated design, Aviatrix Gateways are 
deployed to provide the distributed filtering services, based on FQDN (Fully Qualified Domain Name) Whitelists or IP addresses 
to limit VPC or VNet egress traffic to known domain names or domain paths with wild card support. Aviatrix Gateways replace 
native NAT (Network Address Translation) gateways and provide high throughput with limited compute requirements. Aviatrix 
Gateways are primarily deployed to deliver transit network and security services such as intelligent dynamic routing, active-
active network high-availability,  end-to-end high-performance encryption, and to collect operational visibility data. Egress 
FQDN gateways can also operate as spoke gateways to deliver these services, but they may require higher performance  
underlay compute capacity. 
 
Aviatrix CoPilot for Visibility and Troubleshooting  
Aviatrix CoPilot provides a global operational view of your multi-cloud network that is not available from AWS, Azure, or any 
other cloud provider. Enterprise IT teams – who need day-two operational visibility for cloud networking – use CoPilot’s 
dynamic topology mapping to maintain an accurate view of their global multi-cloud networks, FlowIQ to analyze global 
network traffic flows, and global heat maps with time series trend charts to easily pinpoint and troubleshoot traffic anomalies. 
CoPilot leverages the intelligence and advanced network and security services delivered by the Aviatrix cloud network 
platform. With Aviatrix, cloud network and security operations teams have familiar day-two operational capabilities, such as 
topology replay, trace route, and ping to resolve problems faster. Operational features include custom resource tagging, 
resource clustering, infrastructure monitoring, and alerting, all specifically built for multi-cloud network operations. 
 
End-to-End and High-Performance Encryption  
The Aviatrix Transit defaults to end-to-end encryption; however, standard IPsec encryption is limited to 1.25 Gbps, so active-
active ECMP (Equal Cost Multi Path) high-availability mode provides 5Gbps bi-directional throughput. To achieve increased 
IPsec encrypted throughput, Aviatrix’s high-performance encryption distributes processing across multiple cores and 
aggregates IPsec tunnels to reach wire speed encryption across public and private connections, such as AWS Direct Connect, 
Azure Express Route, or over the Internet (up to 75 Gbps). 
 
Multi-Cloud Network Segmentation  
Most enterprise corporate or regulatory security policies require network segmentation. It is either impossible to achieve 
network segmentation with native constructs or only possible through an extremely difficult and tedious manual process that is 
prone to human error. Aviatrix designs deliver an automated solution that extend secure network segmentation beyond cloud 
boundaries, enabling multi-cloud security domains, with consistent global network segmentation and centrally managed 
connection policies. 
 
Compliance 
Many cloud workloads are subject to corporate or regulatory compliance, such as Payment Card Industry (PCI). Aviatrix 
provides network segmentation, audit, and FQDN filtering-based egress control on the edge, with next-generation firewall 
insertion to enable secure deployment solution patterns to achieve compliance and audit requirements. These solutions are 
also designed to be integrated with 3rd-party audit and logging systems such as Splunk, Sumologic, Datadog, and any other 
system that supports syslog and/or NetFlow. 
 
Automation, Visibility, and Operational Control  
Deployment and updates easily fit into existing CI/CD pipelines with Terraform and the Aviatrix API. By integrating Aviatrix into 
your cloud DevOps VPC, you gain visibility and operational control over any Internet-bound traffic that is an essential element 
of any enterprise cloud architecture. Today, cloud applications with unrestricted access to Internet-based services expose the 
environment to attack. By leveraging Aviatrix Firenet and FQDN egress filtering, you can enable developers to move quickly 
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while providing security guardrails.  For example, app tier services that require build packages from GitHub must have access to 
github.com, but all other access should be filtered and blocked. 
 
Design Considerations 
 
When architecting a multi-cloud network, government agencies should consider a secure and optimal ingress/egress path with 
high-performance encryption, end-to-end segmentation, and high availability to ensure a proposed design meets compliance 
and technical requirements.  
 
Security 
CSP workload-level security — i.e., SG/NSG/VMFW — 
offers only level 3 IP filtering capabilities that are not 
designed for cloud native applications and commonly deal 
with IPs that are constantly changing. Enterprises require 
security at layer 7 providing more fine-grained filtering and 
protection. The Aviatrix platform provides end-to-end 
high-performance encryption, stateful L4 firewalls, and 
policy-based Next Generation Firewall (NGFW) service 
insertion. This enables security controls to be centrally 
defined, automatically directing specified traffic to be 
routed for inspection without complex manual route 
reconfigurations.  
 
ThreatIQ with ThreatGuard 
ThreatIQ with ThreatGuard embeds security across the 
Aviatrix multi-cloud data plane, enabling every network 
node to provide security inspection and 
enforcement.  ThreatIQ with ThreatGuard complements 
existing security solutions by inspecting traffic in real time 
as it crosses the network, providing deeper visibility 
potentially missed by traditional NGFW approaches. The 
Aviatrix platform takes this a step further by providing 
automated remediation to identified threats, eliminating 
the delay involved in manual administrative action and 
review. 
 
Repeatability  
Native features and their implementations vary across CSP 
providers. Leveraging the Aviatrix platform provides a 
repeatable framework for customer deployments, 
independent of cloud environment.  
 
 
Multi-Cloud Connectivity 
Aviatrix Controller builds logical tunnels between Aviatrix 
Gateways that reside in VPC/VNET/VCNs and leveraging  
private circuits  allows Aviatrix to provide a near line-rate 

encrypted transit data plane across the multi-cloud 
environment.  
 
High-Availability 
This validated design recommends at least two Aviatrix 
Gateways, each in different availability zones to provide 
infrastructure high availability. Gateways are deployed in 
active/active mode. In case of an outage, the Aviatrix 
Controller will automatically rebalance the load to the 
available gateway. The Aviatrix platform is constructed 
with redundant active/active gateways and leverages 
dynamic routing algorithms to ensure that resources 
remain accessible during failure scenarios. Additionally, full 
transit capabilities within and across clouds ensure that 
localized failures do not affect the overall connectivity to 
critical SaaS resources. 
 
Manageability 
Simple manageability is a critical factor in this validated 
design. The Aviatrix cloud network platform allows several 
options, including UI, API, and Terraform.  
 
Performance 
Instance/VM size plays a key role in achieving desired 
performance goals, but performance is throttled by the 
CSPs. By leveraging CoPilot alerting, you can start small 
and then trigger notifications to help know when to scale 
up gateway instances. This allows you flexibility to achieve 
optimal performance.  
 
Cost Optimization 
The Aviatrix multi-cloud network platform allows 
organizations to embrace a multi-cloud strategy without 
incurring the costs of lost productivity, project delays due 
to complexity, and extensive training sprawled across 
CSPs’ unique networking services. Some of the 
considerations are costs incurred due to network 
downtime, time-to-market in a new CSP, and operations.
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Aviatrix Design 
 
The Aviatrix cloud network platform is extremely flexible and can be deployed in number of diverse ways based on business and 
technical requirements. It is a low-friction solution that fits easily in existing processes without requiring significant modifications 
to existing cloud provisioning workflows.  
 
Government agencies and enterprises can leverage any number of CSPs from Azure, GCP, AWS, Alibaba Cloud, and OCI. The 
following validated design depicts the architecture of AWS and Azure: 
 

 
 

Aviatrix Validated Design for TIC 3.0 mandated infrastructure
 

 
The above high-level architecture shows the optimal and secure path for ingress/egress traffic across the multi-cloud 
environment. There is no need to backhaul Internet traffic to on-prem for firewall inspection. All the department’s application 
traffic is segmented from other teams using Aviatrix Multi-Cloud Network Segmentation (MCNS), and end-to-end encryption is 
achieved by utilizing Aviatrix High Performance Encryption (HPE)-patented technology. 
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Visibility and Troubleshooting 
 
Troubleshooting connectivity issues between two workloads 
across VPCs/VNets/VCNs becomes extremely easy with Aviatrix 
CoPilot. View your entire multi-cloud environment with always-
on latency monitors, performance monitoring data, flow data, 
security groups, and routing table details relevant to source 
and destination. Cloud engineers can easily pinpoint issues and 
take actions based on analysis. 
 
Aviatrix also provides Cloud DVR type functionality for both single cloud and multi-cloud enterprises. You can easily go back in 
time and verify what happened and when it happened. This is an extremely powerful feature for troubleshooting, compliance, 
and governance. 

 
 
Cloud engineers can leverage full audit capability to easily determine when a user deployed a new Aviatrix gateway, in which 
public cloud this was deployed, what routes are being advertised and received, and where these routes being propagated with 
or without security inspection. 
 
Cloud engineers can analyze global network traffic flows, global heat maps, and time series trend charts to easily pinpoint if 
there is someone trying to access applications from an unknown city or country to troubleshoot traffic anomalies.                   

  
These threats do not incur any strain on the data plane, as ThreatIQ functionality is part of the CoPilot visualization plane and 
provides real-time classification of malicious flows to and from cloud resources. Since CoPilot receives NetFlow from all Aviatrix 
gateways, threat analysis does not impact network performance.  
 
For customers looking for active alerting and/or blocking on threats detected by ThreatIQ, there is ThreatGuard. Using 
ThreatGuard, security engineers can actively manage and secure ingress/egress to detect malicious activity across their multi-
cloud network platform. 



 

 
 7 AVIATRIX VALIDATED DESIGN 

AVIATRIX VALIDATED DESIGN  

 
 
 
Design Benefits 
 

• Optimal and secure Internet access without backhauling traffic to on-prem data center 
 

• Government agencies and enterprises can easily achieve end-to-end segmentation and segregation between 
various departments across the multi-cloud environment 

 
• Highly scalable architecture supporting large number of departments 

 
• Support for private versus public inter-region or multi-cloud connectivity 

 
• High Availability deployments with gateways deployed in active/active mode with full mesh connectivity 

 
• Full lifecycle management with a centralized control plane managing route updates in the underlay and overlay 

and health of all data-plane components 
 
• Aviatrix Controller manages the VPC/VNET/VCN route tables to avoid human errors and ensure network 

correctness while also managing the redirection of traffic to NGFW 
 

• Role-Based Access Control (RBAC) for cloud network, security, operations engineers, and architects provides 
added benefits 

 
• Global operational visibility and troubleshooting tools that no CSP provides due to the black-box nature of their 

shared native constructs. In addition, SaaS providers have SLA (Service Level Agreements) obligations to their end 
customers that require timely evidential data to uphold their business commitment 

  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Engage with Aviatrix. 
 
Online Documentation: 
docs.aviatrix.com 
 
Help with MCNA Architecture or this validated design: 
info@aviatrix.com 
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