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A Practical Approach to Zero Trust 

Assessment and Implementation

Solution Brief

Meeting the Goals of the Executive Order on Nation’s Cybersecurity

The Executive Order on Improving the Nation’s Cybersecurity provided direction and guidance on the need for US Federal 

Agencies and the Department of Defense to assess their cybersecurity frameworks and to adapt/adopt strategies that 

promote Zero-Trust principals.

Dell Technologies has reviewed the NIST SP 800-207 and the Department of Defense Zero Trust Architecture guidance and 

developed a 7 Pillar approach to assist customers with assessment and implementation of Zero Trust principles.

The 7 Pillars allow a customer to assess the execution path to connect to data.  The Device is accessed by a User, that 

leverages a communications Transport or Session to access an Application to obtain Data.  Across the pillars customers 

should enable Visibility and logging to drive Analytics.  Analytics and Visibility should be leveraged to drive Automation and 

Orchestration to increase Zero Trust security principles and decrease administrative overhead. 
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Dell Technologies 7 Pillars

The Dell Technologies 7 Pillars of Zero Trust

• Device 
Authentication

• Device Management
• Device Inventory
• Device Compliance

• Multi-Factor 
Authentication

• User Authorization
• Conditional Access

• Micro- Segmentation
• Transport Encryption
• Session Protection

• Single Sign-On
• Isolation
• Any Device Access

• Data at Rest Protection
• Integrity
• Data Loss Prevention
• Data Classification

• Visibility:  Dashboards, Logging, Alerts, Inventory Submission. Data Tagging Meta Data
• Analytics: Trend Graphing, Traffic Reporting, Data Utilization Reporting, etc.

• Orchestration:  Policy Engines, Baseline Configuration Definitions
• Automation:  Automated Remediation Engines, Conditional Access Mechanisms
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Develop an Assessment Pathway
If your organization has developed a mature cybersecurity framework you should avoid changing current planning unless 

you identify gaps.  The goal should be to evaluate your current framework and practices and identify and adopt Zero Trust 

principles.

Define Targets
What are key priorities

Recovery

Data ProtectionEncryption
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How are you operating today and are you leveraging 

assets effectively?

Current State?

Review current 

practice

Document 

gaps
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product 
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features

Adapt/Adopt
Modernize network, architecture and 

applications to address remaining 

gaps
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How Dell Technologies Solutions Support the 7 Pillars
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The key to effective implementation of Zero Trust is to ensure you are leveraging existing capabilities to support Zero Trust 

principles.  Many customers implement products without enabling all of the security features that are built in to the products 

and solutions that could help them align to the 7 pillars.  Contact your Dell Technologies team to discuss how you can 

leverage your existing assets to keep costs down and increase your security posture.

Dell Technologies also maintains extensive partnerships to ensure we can work with our customers to provide full solution 

approaches to help them fill in gaps in their current cybersecurity framework to support Zero Trust principles and meet 

cybersecurity framework goals.
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Learn more 

about Dell Government 

solutions

Contact a Dell 

Technologies Expert

View more resources

Federal Government IT 

State and Local Government IT

Contact your Dell Technologies team to help get more details on how we can assist you with your pursuit to meet the 

Executive Order Zero Trust and Cloud goals.


